NudopmanuoHHasi mamMaTKA I 00yYAOIIUXCS /151 pa3MelleHusI Ha
opunuansbubix UHTEpHET-pecypcax

C KaXJpIM roJIoOM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a HMIKOIBHUKH OJHH U3 CAMBIX
aKTUBHBIX IOsb3oBaTene PyHera. Mexny TeM, IOMHMMO OIpPOMHOIO KOJIMYECTBA BO3MOXHOCTEW,
MHTEPHET HEeCeT U NMpoOJieMbl. DTa NaMsATKa JOJKHA IOMOUYb TeOe 0€30MacHO HaXOAUTHCS B CETH.

Komnviomepnvie eupycoi

KoMIBIOTEpHBIII BHPYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTIMYMTEIBLHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS] CHOCOOHOCTH K pPa3MHOKEHHIO. B ToMoTHeHne K 3TOMY, BUPYCHI MOTYT
MOBPEINUTh WM MOJHOCTBIO YHUUYTOKUTH Bce (ailiibl M AaHHBIE, OJKOHTPOJIbHBIE MOJIb30BATENIO, OT
MMEHH KOTOPOTro ObLIa 3amylleHa 3apakEéHHas IporpaMma, a TaKkKe MOBPEeIUTh WK J1a)Ke YHUUTOXKHUTh
OINEPALMOHHYIO CUCTEMY €O BceMH (paiimamu B 1es0M. B OOJBIIMHCTBE CilydaeB pacHpOCTPaHSIOTCS
BUPYCBI YEPE3 UHTEPHET.

MeTobl 3aIIUTEl OT BPEJOHOCHBIX IPOTPaMM:

1. Hcnons3yil COBpEMEHHBIE OIIEPAL[MOHHBIE CUCTEMBI, UMEIOIUE CEPLEZHBINA YPOBEHD 3alLUThI
OT BPEOHOCHBIX ITPOTPAMM;
2. IlocrosHHO ycraHaBnuBail maytu (uMdpoBble 3amgaTkH, KOTOPble ABTOMAaTHYECKU

YCTAHABIMBAIOTCA C LENbI0 JOpaOTKM NpOrpaMMmbl) U JApyrue OOHOBIIEHHS CBOEH OlepanMoOHHON
cucreMbl. CkaunBail UX TOJBKO C OpUIMATIbHOTO caifta pa3padorunka OC. Ecnu cymecTByeT pexum
aBTOMaTHYECKOI0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Paloraii Ha cBoeM KOMIBIOTEpE MO/ IpaBaMH IMOJIB30BATENs, a HE aMUHHCTPAaTOpa. ITO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HWHCTAUIMPOBATbCS HA TBOEM MEPCOHATIBHOM
KOMIIBIOTEPE;

4.  Hcnonp3yld aHTHMBUPYCHBIE IIPOIPaMMHBIE IPOLYKTBI HM3BECTHBIX IPOU3BOIMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OrpaHuub (PU3HYECKUH JOCTYH K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMLL;

6.  Mcmonp3yil BHEmIHHME HOCUTENU HH(POpMAIMM, Takue Kak (iemka, /maek wid (ain u3
MHTEPHETA, TOJIBKO U3 NPO(EepPEeHHBIX HCTOUHUKOB;

7. He otkpriBaii KOMIbIOTEpHBIE (HAIIIbI, MTONyYECHHBIE U3 HEHAAEKHBIX HCTOYHHUKOB. Jlaxe Te

(haiisel, KOTOPBIC MTPUCITAT TBOK 3HAKOMBIN. JIydIlie yTOUHH Y HEro, OTIPABJISUI JIU OH Te0e UX.

Cemu WI-FI

Wi-Fi - 310 He BHJ mepenadn JaHHBIX, HE TEXHOJIOTHSA, a BCETro JHIb OpeHs, mapka. Eme B 1991
roJy HUJEpJIaHJCKas KoMIaHus 3apeructpuponana opern «WECA», uTo 06003Ha4aIo cloBOCOYETaHUE
«Wireless Fidelity», koTopblit mepeBoaUTCS KaK «OSCIPOBOIHAS TOYHOCTHY.

Jlo Haiero BpeMeHH Joljia Jipyras abOpeBuarypa, KoTopas sBJISeTCs TaKOH ke TeXHOJIOTHen. ITo
abopesuatypa «Wi-Fi». Takoe HazBaHHE OBLTO JaHO C HAMEKOM Ha CTaHIAPT BBICIINI 3BYKOBOU TEXHUKH
Hi-Fi, uTo B epeBo/ie 03HAYAET «BBICOKAS TOYHOCTDHY.

Jla, OecruiaTHBIH WHTEPHET-IOCTYNT B Kade, OTENIX W ad’poropTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BbIXO/Ia B MHTepHET. HOo MHOTHE 3KCIIepThl CUuTaIoT, 4To odmienoctymnubie WiFi cetu He
SIBJIAIOTCS] 0€30MaCHBIMHU.

Cogersl 10 Oe3omacHocTH padore B o0menoctymubix cersx Wi-fi:

1.  He mepenaBaii cBoro iuyHyro nH(opMmanuio yepe3 odmenocrynueie Wi-Fi cetn. Paboras B
HUX, KeJIaTeIbHO He BBOJIUTH MApOJIH AOCTYIIA, JOTHHBI U KaKHe-TO HOMEPa,;

2. Hcnonb3yit M OOHOBNIAW aHTUBHUPYCHBIE INporpamMmbl M Opanamayep. TeM caMbIM T
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;
3. Ilpum ucnonw3oBannu Wi-Fi otkmoun ¢pynknuo «O0muit 1octyn K Qaiinam u mpuHTEpam».

JanHass (YHKIUS 3aKpbITa 10 YMOJYAHHIO, OJHAKO HEKOTOPHIC IOJIB30BATEIN AKTHBHPYIOT €€ s
yo0CcTBa UCIIONB30BaHMS B paboTe Wiu yueoe;

4. He ucnonp3yit myonuunsiii W1-F1 nis mepenayu TUYHBIX TaHHBIX, HAPUMED LTSl BBIXOJIAa B
COLIMAJIbHBIC CETH WITU B 3JIEKTPOHHYIO TIOYTY;

5. Hnonp3yii TonpKko 3amuiieHHoe coenquuenne uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-



azpeca BBOM UMEHHO «https://»;

6. B moOmmsHOM Tenmedone orkimoun GyHkimio «Ilogkaouenue k Wi-Fi aBromarnueckn». He
J0MyCKal aBTOMaTHUYECKOTO MOIKITI0YEHHUs yeTpoiicTBa K cetssm Wi-Fi 6e3 TBoero cornacusi.

" Coyuanvnvie cemu

t ColnmanpHble CETH aKTHBHO BXOMST B HAIIy XU3Hb, MHOTHE JIOIU PabOTAIOT U KUBYT * TaM
nocrosiHEOY, a B Facebook ysxke 3aperncTpupoBaH MUILIHApPA YeIOBEK, UTO SBIAETCS OJHOM " ceabMOil
BCEX KHUTeINeH MiIaHeThl. MHOTHE TOJIb30BaTeM HE TOHUMAIOT, YTO MHGOpMAIHs, pa3MEIICHHAs MU B
COLIMAJIbHBIX CETSIX, MOXKET OBITh HalJIeHa M UCIOIb30BaHA KEM YrOJHO, B TOM YHUCIJIE HE 0053aTEIbHO
¢ OaruMu HaMepeHHSIMH.

OcHOBHBIE COBETHI 110 0€30MaCHOCTU B COIIMANIBHBIX CETSIX:

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsAX HE JOJDKHO ObITh CIIy4allHBIX U -  HE3HAKOMBIX
JTIOJIEH;

2. 3amumiail cBOIO YacTHYIO >Ku3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, IaTy TBOETO
POXKICHUS U JAPYTyl0 JHYHYIO HHQOpMAaIMio. 3JIOyMBIIUIEHHUKH MOTYT HCIOJIb30BaTh Jake
WH(OPMAIIHIO O TOM, KaK ThI U TBOHM POJIUTENH TUIAHUPYETE IPOBECTH KAHUKYIIHI;

3. 3amminaii CBOI0 penyTaluio - AEPKU €€ B YHUCTOTE U 3a7aBail ce0e BOMPOC: XOTe ObI ThI, YTOOBI
JpyTHe TMOJIb30BaTeNN BUACIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae 4eM 4TO-TO OIyOJIMKOBATH,
HaIlUCcaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPUUIB C JIFOJIbMH, KOTOPBIX HE 3HAEIIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UMS U APYTYIO
JUYHYI0 HH(GOPMAIIUU: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U IPOYEe;

5. N36erait pazmemiennst ¢potorpaduii B THTepHETE, T1IE THI M300paXKeH HA MECTHOCTH, TI0O KOTOPOM
MOHO OIIPEAEIIUTh TBOE MECTOMOJI0KECHHUE;

6.'Tlpu peructpauu B CONMATBLHON CETH HEOOXOUMO HCIIOIH30BATh CIIOKHBIE MTAPOIH, COCTOSIINE
13 OykB ¥ UG U ¢ KOJUISCTBOM 3HAKOB HE MEHEE &;

7. 151 conuanbHON CETH, IOUYTHI U IPYTHX CAUTOB HEOOXO0IMMO UCTIOIB30BaTh Pa3HbIe mapoiu. Torma
ecyi Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTY4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle Oenbau

DJNEeKTPOHHBIE AEHBI'M — 3TO OYEHb YIOOHBIN CIIOCO0 MIaTex e, OJJHAKO CYIIEeCTBYIOT MOLICHHUKH,
KOTOpBIE€ XOTAT MOJYYUTh 3TU JCHBTU.

DNEeKTPOHHBIE JEHBIU MOSIBIIIUCH COBCEM HEJJTaBHO U UMEHHO M3-32 3TOTO BO MHOTHX TOCYJIapcTBax
710 CUX MO HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYHKIIMOHHPYIOT U O HUX YK€ MPOIMHCAHO B 3aKOHE, IJe MX Pa3eliaioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercss MPOBOAUTH OMepanuu 0e3 HACHTU(UKAIUUA TOJh30BaTeNs, a B HEAHOHMMHBIX
UICHTUPUKAIIUY TT0JIb30BaTeNs ABISETCS 0053aTeIbHOM.

Taxxke cienyer pa3inuyaTh 3JIEKTPOHHBIC (pUAaTHBIC AEHBTU (PaBHBI TOCYAaPCTBEHHBIM BATIOTaM) U
AJICKTPOHHBIC He(pUaTHBIC ACHBIHM (HE PaBHBI TOCYIapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI M0 6€30MaCHOM paboTe ¢ NEKTPOHHBIMH JCHbIaMH:

1. TlpuBsku k cuety MOOWIBHBIN TenedoH. DTO camblii yHOOHBIH M OBICTPBIA CITOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsi3aHHbINA TenedoH MOMOXKET, ecnu 3a0ynentb CBOW TUTaTeKHBIN
MapoJIb WM 3aiiIelIh HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopaszoBeie mapoiu. Ilocie mepexona Ha yCHIICHHYIO aBTOpH3alLUIo Te0e yKe He
OyzeT yrpokaTh OIACHOCTb Kpa)kul WJIM TepexBaTa IJIaTeXHOIo MapoJis;
3. BriGepu croxublii nmapons. [IpectynmHukam OyneT He HpPOCTO yraaarh CIOXKHBIA Mapodb.

HanexxHble mapoy — 3T0 Hapoin, KOTOPBIE COJIEpKAT HE MEHEe 8§ 3HAKOB M BKJIIOYAIOT B CE0s1 CTPOYHBIE
U TponucHble OyKBbl, LU(PHI M HECKOJIbKO CHMBOJOB, TaKMe€ Kak 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HAK | T.11. Hampumep, StRONg!;;

4.  He BBOAM CIIOW JINYHBIC JAaHHBIE HA CaliTaX, KOTOPHIM HE IOBEpsCIb.

3JZ€Kmp0HHCZ}l nouma
QHCKTpOHHaﬂ nmoyra — OTO TEXHOJIOTHUA H IIPCAOCTABIACMBIC €H0 YCIYIM 110 IICPECBIIKE H



MOJIYYEHUIO SJICKTPOHHBIX COOOILICHHH, KOTOpBIE PACIPEEIIOTCS B KOMIIBIOTEpHOH ceTu. OOBIYHO
ANEKTPOHHBIA TOYTOBBIN SIIUK BBITJSAUT CIEAYIOIIUM OOpa3oM: MMs TOJIb30BaTEIA(@UMS_TOMEHA,
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEEeTCs BO3MOXKHOCTD IepeaBarh (haiiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hazno BbIOpaTh NpaBUIIbHBIN OYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOP OECIIIATHBIX
ITOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb U KTO MIEPBBII B PEUTHHIE;

2. He yka3piBaili B JMuYHOW mToYTe JWYHYI0 wuHpopManuio. Hanpumep, ny4iie BbIOpaTh
«MY3BIKATBHBIA _(paHaT@» mim «pok2013» BMecTo «remal3;

3. Hcnonp3yil ABYX3TAlHYIO aBTOPU3ALMIO. JTO KOrja NMOMUMO HapoJis HY)KHO BBOJUTH KOJ,
MpuckLIaeMbIii 1o SMS;

4. Beibepu CIOXKHBIA Mapoib. J[IsS KaXA0ro MmoYTOBOTO SIIUKA JOJDKEH OBITh CBOM HA/ICKHBIM,
YCTOMYUBBINA K B3JIOMY MapoJb;

5. Ecnu ecTb BO3MOKHOCTb HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIb3YH 3TY BO3MOXKHOCTB;

6. Mcnonb3ylh HECKOJIBKO MOYTOBBIX SIIIUKOB. [lepBblid /Uil 4aCTHOM MEPENHUCKH C aJpecaTaMu,
KOTOPBIM ThI IOBEPSEIb. DTO JIEKTPOHHBIN aJpec HE Ha/I0 UCTIOIb30BATh IIPH PErUCTPaLUU Ha (hopyMax
U caiiTax;

7. He oTkpbIBaii (aiiibl U Apyrue BIOKEHUS B MUCbMAaX Ja)Ke €CIM OHU IPUIILIN OT TBOUX JAPY3EH.
Jlyunie yToyHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl;

8. Ilocie okoHUaHUs pabOThHI HAa IOYTOBOM CEpPBHUCE NEPE 3aKPHITHEM BKIIAJKU C CAUTOM He 3a0y1b
Ha)kaTb Ha «Bp1iT».

Kubepbynnune unu supmyanvroe uzdegameibcmeo

KubepOynauar — mpecienoBaHue COOOIIECHUSMH, COACPKAIIUMU OCKOPOJICHUS, arpeccuro,
3aIyrUBaHKe; XYJIUTaHCTBO; COLMAIBbHOE OOMKOTHPOBAHHE C TOMOIIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE C KHOEPOYILITUHTOM:

1. He Opocaiics B 60ii. Jlydmuii cioco0: mOCOBETOBATHCS KaK ce0sl BECTU U, €CIIM HET TOTO, K KOMY
MOKHO OOpaTUThCS, TO BHayalle YCIOKOUThCSA. Eciau Thl HauHemb OTBeYaThb OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

2. Ympasnusii cBoelt kubeppermyTraiuei;

3. AHOHMMHOCTb B ceTH MHHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTh, KTO CTOMT 33 QaHOHUMHBIM
aKKayHTOM;

4. He cTOMT BECTH XyJIMTaHCKUII 00pa3 BHPTyalbHOHW xu3HH. MHTEpHET (QUKCHpYyeT Bce TBOU
JEHUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYJEeT KpaiiHe 3aTPyIHUTEIBHO;

5. CoOmonait CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHW4HBIA HeraTuB. OIHOPa30BbIE OCKOPOWTEIBHBIC COOOIICHHS JIy4YIle
UTrHOpUpoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcs Ha HauYalbHOM CTa/Iny;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COITMANIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHUI C ONpeesIeHHBIX apecoB;

8. Ecnu Thl cBuuerens kubepOymiuura. TBOM AEWCTBUS: BBICTYNUTH NMPOTHUB IpECiIeNoBaTes,
[I0Ka3aTh €My, YTO €ro ACHCTBMs OLICHMBAIOTCSI HEraTUBHO,- NOJJEpPXkaTh KEPTBY, KOTOPOM HyXHa
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCHBHOIO MOBEIEHUS B CETH.

Moobunvhwiii meneghon

CoBpemenHbIe cMapT(OHBI U IJIAHIIETHI COJEPKAT B cebe BIOIHE B3POCIbIH ' yHKIIMOHAI, U TETIEPh
OHM MOTYT KOHKYpPHpPOBaThb CO CTAallMOHApHBIMH KommbioTepamu. OJHAKO, CPEICTB 3allUThlI IS
MOI0OHBIX YCTPOUCTB TIOKA OYEHD Maio. TeCTUpOBaHUE U MMOUCK YA3BUMOCTEH B HUX IMPOUCXOIUT HE TaK
WHTEeHCHUBHO, Kak /utst [1K, To ke camoe kacaeTcss 1 MOOWIIBHBIX TIPHIIOKCHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIU HACTOJNBHBIE aHAJIOTH, OJHAKO
pacmmpenne GyHKIIMOHaIa BIeUEeT 32 COOO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBJICHMS, 3aKPBHIBAIOIINE KPUTUIECKUE YI3BUMOCTH
JIJIS CBOUX YCTPOMCTB.



OcHOBHBIE COBETHI /1151 0€30IaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huyero He sBIseTCSl MO-HACTOSIIEMY OecriaTHBIM. bynmb ocTopoXkeH, Beab Korma Ttebe
mpeaaraT OecIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCITYTH;

2. ymaii, mpexxne dem ornpaBuTh SMS, doro mnm Bumeo. Tel TOUHO 3HaENIb, TI€ OHH OYIyT B
KOHEYHOM uTore?

3. Heo6xoauMo 0OHOBIISATE OMEPAIIMOHHYIO CHCTEMY TBOETO cMapTdhoHa;

4. Vicnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJII MOOMITBHBIX Telle(hOHOB;



5. He 3arpyxaili mnpuinoXeHHsi OT HEU3BECTHOTO HUCTOYHMKA, BEAb OHHM MOTYT COAEp>KaThb
BPEJIOHOCHOE MPOTrpaMMHOe 00eCreUeHUE;

6. Ilocne TOro Kak ThI BHIMACIIL C CaiiTa, I/I€ BBOJAWI JHYHYIO HHPOPMAIIUIO, 3aiii1 B HACTPONKHU
Opaysepa u yaamu COOKies;

7. Ilepuoanuecku mpoBepsid Kakue MIaTHBIE YCIYTrd aKTUBUPOBAHbI HA TBOEM HOMEDE;

8. laBaii cBOii HOMEp MOOWJIBHOTO TenedoHa TONHKO JIIOASIM, KOTOPBIX THI 3HACHIb M KOMY
JTOBEPSICILIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOT/Ia Thl UM HE MOJb3yelibcss. He 3a0biBail mHOTIA
MIPOBEPSITH 3TO.

Online uepur

CoBpeMeHHbIE OHJIAWU-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLINE pa3BICUYEHUS, OOBEAMHSIONINE
COTHU TBICSY YEJIOBEK 10 Bcemy Mupy. Urpoku uccneayroT qaHHbI UM MUP, OOIIAIOTCS APYT C APYTOM,
BBITIOJHAIOT 33/1aHUS, CPAXKAIOTCSI C MOHCTPAMU M TOJY4alOT OMNBIT. 3a YAOBOJIbCTBUE OHHU ILIATST:
MOKYTAIOT TUCK, OTIAYMBAIOT a00OHEMEHT WJIH MPHOOPETAI0T KAKUE-TO OIIIUH.

Bce a1ty cpencrtBa mayT Ha mojajep)KaHUE U pa3BUTHE UIPHL, a TakKe Ha caMmy O0€30MacHOCTH:
COBEPIICHCTBYIOTCS CUCTEMBl aBTOPHU3AIlMU, BBIMYCKAIOTCS HOBBIE MAaTyd (MHUQPOBBIC 3arIaTKU IS
MPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B mo00HBIX UTpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKH TBOETO MapoJIs,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3AIMK OOJIbIINHCTBA UTD.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnm apyroi urpok BeneT ce0si IT0X0 Wi CO3/1aeT Te0e HeMTPUATHOCTH, 3a0JIOKUPYH €T0 B CITHCKE
UTPOKOB;

2. Tloxamyiics agMUHHCTpaTOpaM UIPhl HA IUIOXO€ TOBEIEHHE 3TOr0 HUIPOKa, KeJIaTeIbHO
MIPUJIOKHUTh KaKUE-TO I0Ka3aTeIbCTBA B BU/IE CKPUHOB;

3. He yka3wiBaii mnunyro nHdopmaiuo B npodaiisie urpsl;

4. YBakail Ipyrux y4aCTHUKOB II0 UTPE;

5. He ycranaBnuBaii HeouIMaIbHBIE TATYH W MO/IBI,

6. Mcromnbp3yi CIIOXKHBIE U pa3HbIE I1apOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka ThI Urpaenib, TBOH KOMIIBIOTEP
MOTYT 3apa3HTh.

Duuiune unu Kpaxca 1uyHblX OaGHHbIX

OObIYHON Kpakei JeHer W JOKYMEHTOB CErOJHs Y€ HHMKOrO HE YAMBHILIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTUN 3JI0YMBIIUICHHUKH TEPEMECTUIIUCh B MHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCs
«JTIOOUMBIM)) JIETIOM.

Tak mosiBUNIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUINUHT, TJaBHAS LETh KOTOPOTO
COCTOUT B TMOJIyYEHUU KOH(PUACHUMAIbHBIX JAHHBIX IOJb30BaTeNel — JOTMHOB M maposeil. Ha
aHrIMcKoM si3bike phishing uuraercst kak ¢umuar (ot fishing — peiOHas J1oBIIs, PASSWOrd — mapoib).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cnenu 3a CBOMM aKKayHTOM. EcIu ThI MOAO3peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ’TOM Kak MOYKHO CKopee;

2. Wcnonw3yit 6e30macHbie BeO-CaThI, B TOM YKCIIE, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

3. Ucnonw3yit cnokHble W pas3Hble maponu. Takum oOpa3oM, eciu TeOs B3JIOMAKOT, TO
3MI0YMBINUICHHUKY TIOJTYYaT JOCTYH TOJBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HC KO BCEM;

4. Ecnu te0s B3110Maiu, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBIICHBI
y Te0s B IpY3bsiX, O TOM, YTO T€Os B3JIIOMAII ¥, BO3MOHO, OT TBOETO UMEHU OyIIeT pacChUIaThCs CIIaM U
CCBUIKM Ha (PUIIMHIOBbIE CAUTBHI;

5. YcranoBu HajexHbli napoib (PIN) Ha MoOMITBHBIH TenedoH;

6. OTKII0YM coXpaHEHHe MapoJs B Opaysepe;

7. He oTkpbIBaii (aiiibl U Apyrue BIOKEHUS B MUCbMAaX Ja)Ke €CIM OHU IPUIILIN OT TBOUX JIPY3EH.
Jlyuiie yToyHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl.



Lugpposas penymayusa

[MudpoBas pemyrauuss - 3TO HEraTWBHAs WIM TO3UTUBHas WHpoOpManus B ceTd o Tebe.
Komnpomerupyromas nHpopmanus pa3MelIeHHas B UHTEPHETE MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCS
Ha TBoel peanbHOl ku3HU. «{uppoBas pemyramus» - 3TO TBOH MMHUIK, KOTOPBIA (OPMHUpYETCS U3
nHpopMaiuu o Tebe B UHTEpHETE.

TBoe MecTo )KUTEeNbCTBA, YueObl, TBOE (PUHAHCOBOE MOJI0KEHNE, 0COOCHHOCTH XapaKTepa U pacCcKa3bl
0 OJIM3KHX - BCE 3T0 HAKAIJIUBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIIEHHO OTHOCATCS K IYOJUKAIlUN JTUYHOM nHpopMauuu B IHTEepHeTe,
HE MOHMMAasi BO3MOXKHBIX MociencTBUM. Thl gake HE CMOXKeEIb JOrafaThCs O TOM, 4To (hoTorpadus,
pasMeleHHas 5 JeT Ha3ald, CTaja MPUYMHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapum, pazmenienne TBoux ¢otorpaduii M aApyrue AEHCTBUS MOTYT HE HMCYE3HYThH JaXKe
mocje TOro, Kak Thl MX yJaluIib. Thl HE 3HACIb, KTO COXPAaHWI 3Ty MH(POPMALKIO, ToTaia J1 OHa B
MIOMCKOBBIE CUCTEMbI M COXPAaHWJIACh JIM OHA, a IVIABHOE; YTO MOAYMAIOT O TeOE OKPYXKAIOLIEe JIIOIH,
KOTOpBIE HAlAYT U YBUAAT 3T0. HaiiTu mH(OpMaIuio MHOTO JIET CITYCTSI CMOKET JII000H - Kak U3 J0OPBIX
noOy»KAE€HUH, TaK U C HAMEPEHUEM IPUYMHUTD Bpe. ITO MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 10 3aIIHUTE IU(PPOBOI penyTaIiu:

1. Tlomymaii, mpexze 4eM 4To-TO IMyOJIMKOBAaTh U IepenaBaTh y cedsd B Oiore Wi B COLMAIbHON
CETH;

2. B mnHacrpoiikax mnpo¢uis yCTaHOBM OIpPaHWYEHHs Ha IMPOCMOTP TBOEro MNpoduias U ero
COJIEPKUMOT0, CIEIIall €ro TOJIBKO VISl APYy3€en»;

3. He pa3memaii u He yka3bpiBail MH(pOpPMAIUIO, KOTOPash MOXKET KOTO-TMOO OCKOPOJATh WIIH
O0OMXaTh.

Aemopckoe npago

CoBpeMeHHbIE IIKOIBHUKU- aKTUBHBIE MT0JIb30BaTEIH HU(PPOBOro mpoctpancTa. OIHAKO AajIeKo He
TICe 3HAIOT, YTO MOJIH30BAHNE MHOTUMH BO3MOXHOCTSIMU IIU(PpOBOTO MUpa TpedyeT coOII0AeHNS MTPaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTENIEKTyalbHast COOCTBEHHOCTH» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEYECKOTO
yMa, HauylHasi ¢ HOBBIX M300pETeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOYKTHI U YCIYTH ,
W 3aKaH4MBasi KHUTaMH, (poTorpadusimMu, KHHOPHUIbMAMU U MY3bIKQJIbHBIMU TIPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEpaTyppl W HUCKyCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TrapaHTHUM TOr0, 4YTO
MHTEJJIEKTYaJbHBIM/TBOPUECKUI TpyJ aBTOpa He OyIeT HampacHbIM, JacT €My CIpaBelJIiBbIE
BO3MOKHOCTH 3apa00TaTh Ha pe3ybTaTaXx CBOETO TPYAA, MOJYYUTh' M3BECTHOCTH U mMpu3HaHue. Hukto
0e3 paspelieHusi aBTOpa HE MOXET BOCIPOU3BOIUTH €0 MPOU3BEACHHE, PACIPOCTPAHSTH, MyOIUYHO
JIEeMOHCTPHPOBATh, MpPOAABaTh, HUMIOPTUPOBATh, IIyCKaThb B MPOKAT, IYOJUYHO MCIIOJHSATH,
MOKa3bIBaTh/UCHIONHATH B 3upe miu pazmemiats B HTepHere.

Vcrnonb30BaHue «ITUPATCKOTO» IPOrPAMMHOI0 00eCTIeYeHHs MOKET MIPUBECTU K MHOT'MM PUCKaM; OT
MOTEpU JaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOEr0 YCTPOWCTBA, IIi€ YCTAaHOBJICHHBIA HE
jeranpHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET JiCTalbHble M OeCIUIaTHBIE
MIPOrpaMMbl, KOTOPbIE MOYKHO HAalTH B CETH.

O nopmane

CeteBHuOK.p¢ - TBOH ITIaBHBII COBETUMK B CETH. 3/1€Ch THl MOXEIIb y3HATh O 0€30MMaCHOCTH B CETH
MOHATHBIM M [JOCTYIHBIM S3bIKOM, a IpPU BO3HUKHOBEHUM KPUTHUYECKOM CHUTyallMuM OOpaTUThCS
3a...COBETOM, A TaK)Ke MPUHATH YIaCTHE B KOHKYpCax' M CTaTh CaMbIM IIM(PPOBBIM Irpax1aHuHOM!



